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Executive Summary

The new European Commission has made economic security a prio-
rity for its 2024-2029 agenda. It has promised to make the EU more
competitive and protect its single market from distortion, techno-
logy theft and coercion. The EU has already adopted new instru-
ments to reduce its supply chain vulnerabilities and is rethinking its
industrial policy. However, its strategy has one key blind spot: the
EU lacks a clear policy on extraterritoriality, not least on how to res-
pond to coercive unilateral sanctions. This is shortsighted and could
damage the EU’s long-term economic and political interests.

US EXTRATERRITORIALITY:
A FUTURE TRUMP CARD?

Extraterritoriality is a key tool to promote and defend US inte-
rests. Extraterritoriality — understood as the application of national laws
abroad - is not a new phenomenon, but it is gaining traction. In a world
characterized by strategic competition, mass subsidies, de-risking and
weak multilateral organizations, countries are looking for new ways to
safeguard their political and economic interests. Many are turning to law
to achieve this. None more than the United States.

US extraterritoriality can target almost any individual, entity or com-
pany in the world. It can take many forms: primary sanctions to weaken
hostile countries and criminal or terrorist organizations; secondary
sanctions to target individuals, entities or companies whose activities
threaten US national security interests; privacy, data-protection and
intelligence-gathering laws; as well as regulations designed to limit
market access and exports of sensitive dual-use technologies to hostile
countries.

It is very difficult for European governments to ignore, let alone
stop, US extraterritorial norms from applying. Companies that fail to
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comply with US rules risk huge fines, handover of sensitive data, exclu-
sion from the US market and its financial system and possibly prison
time for their directors. The risk of exclusion is such a forceful deterrent
that European companies prefer to comply with US rules, rather than
abide by European measures designed to block their application.

There are good, bad and ugly uses of US extraterritoriality. The US
has a very broad definition of national security, which it has used to
justify its use of extraterritorial norms. Stated aims include: protecting
the US'vital security interests when treaties and international organiza-
tions fail to; upholding and defending human rights, international law
and global competition rules; preventing excessive risk-taking by com-
panies; and curbing the threat posed by hostile countries, money-laun-
dering networks and criminal organizations. In many cases, these goals
align with European interests. However, the US has also been accused
of using extraterritoriality as a way to secure market dominance and for
industrial espionage and intellectual property theft.

Extraterritoriality has become a key tool to manage US-China syste-
mic rivalry. Export controls are central to US strategy to hinder China's
efforts to achieve greater technological self-reliance, particularly in sen-
sitive and critical technologies. They target US firms exporting to China,
but also European firms that are found to use software, components
or processes from the United States. In response, China has also adop-
ted its own set of export controls, which could soon apply to European
companies doing business in, and with, China.

President-elect Trump has a love-hate relationship with extraterrito-
riality. During his first term, President Trump tightened export controls
and expanded laws to punish those committing human rights abuses.
At the same time, he rolled back banking regulations set up in the after-
math of the 2008 financial crisis. He has also criticized other extraterrito-
rial measures, like the US’ anti-corruption laws, arguing that they created
unnecessary red tape and dissuaded foreign companies from working
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with US firms. During the 2024 campaign, he warned that he would
remove any sanctions that threatened the dollar's dominance in interna-
tional financial transactions.

It is not clear whether a Trump 2 Administration would use extrater-
ritoriality as a coercive tool - making it the perfect Trump card. Pre-
sident Trump is expected to be much tougher on export controls and
have a tailored approach to sanctions. He has called “tariffs” “the most
beautiful word in the dictionary”, and he is likely to rely more on tariffs
than on other measures to attain US strategic goals. The real uncertainty
is whether he would use extraterritoriality — or the threat of it — as a
coercive tool to pressure the EU into reversing laws he does not like,
such as the EU's General Data Protection Regulation (GDPR) or digital
market rules, which affect the way US companies operate in Europe.

A MIXED BAG
FOR EUROPE

US extraterritoriality has a mixed reputation in Europe. There are
many reasons why US exterritoriality is necessary. It has reduced global
cases of corruption worldwide and has minimized risk-taking by banks
since the 2008 financial crisis. It ensures that European companies do
not support criminal activities and allows the US to sanction foreign
governments accused of breaching international law (such as Russia
and Syria).

US extraterritoriality becomes a problem when the interests of the
US and EU do not align. For example, the US and the EU disagree on
how to use European data stored on US servers. They sometimes apply
different sanctions against third countries, in the case of Iran or Cuba for
example. Since 2018, there has been a recorded €18.8 billion in direct
losses for EU companies accused of non-compliance with US laws. Liti-
gation processes have sometimes resulted in handover of commercial
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data and industrial plans, as well as take-over of US-based activities by
US competitors.

Navigating US laws is extremely complex. With many extraterritorial
provisions in existence, a company’s chances of breaking the law, even
inadvertently, are high. To avoid penalties, European companies need to
understand what their products are made of, where they are fabricated,
and whom they are sold to and shared with. They also need to know
how complying with US laws can conflict with EU and other third-country
measures. European companies are increasingly caught in the crossfire of
competing sanctions regimes.

The current Republican majority is good and bad news for European
companies abiding by US laws. Both Republicans and Democrats
embrace extraterritoriality — but disagree on the role that executive
agencies should play. The recent Supreme Court's decision to over-
turn the 40-year-old Chevron precedent makes it clear that it is the
courts, not executive agencies, that must clarify the application of US
laws when Congress has failed to provide adequate guidance. This is
good news for European companies looking to challenge the applica-
tion and enforcement of US extraterritorial norms in court. However, it
also creates greater regulatory uncertainty as action taken by executive
agencies on tackling climate change or advancing clean technology, for
example, could also be challenged in court.

The EU has been reluctant to challenge the US over its use of extrater-
ritoriality. The current geopolitical context means that (most) member
states have been reluctant to discuss extraterritoriality or take any mea-
sures that could be seen to weaken, or undermine, the transatlantic
relationship — or give the US cause to rethink its security guarantees to
Europe. It has also been reluctant to adopt a more offensive approach
on extraterritoriality fearing that it would be accused of hypocrisy after
years of castigating the US for its offensive uses.
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The US prefers to bypass the European Union and discuss extrater-
ritoriality with individual member states instead. This is especially
the case for export controls of critical technologies to China. The US
knows that it cannot prevent China from gaining technological supre-
macy alone and is putting pressure on the EU to follow its lead. Rather
than deal with the EU, it has preferred to exert pressure directly on
individual member states like it did when it got Japan and the Nether-
lands to agree to restrict exports of advanced chip-manufacturing
equipment to China in January 2023. Yet, action taken by one member
state can have consequences for the whole of the European Union.
Since 2023, Beijing has been retaliating by limiting exports to the EU
of gallium, germanium, graphite and several compounds used to make
semiconductors.

TRUMP-PROOFING
THE EU’S OFFER

The EU should engage in discussions with the Trump Administration
on extraterritoriality, beginning with the US laws that President
Trump himself has criticized. President Trump has been critical of seve-
ral extraterritorial measures, such as the Foreign Corrupt Practices Act
or the Foreign Intelligence Surveillance Act, both of which have histori-
cally posed challenges for the EU.

The EU needs to show why it is in the US’s interest to coordinate sanc-
tions. There are several reasons for this: first, to limit exports of strategic
technologies to China; second, to slow down attempts to circumvent
Western laws. Trade flows between Moscow, Beijing and Tehran have
intensified in recent years, making it easier for their companies to
ignore Western regulations. While financial transactions in dollars far
outweigh those in other currencies, China has also been thinking of
ways to internationalize the renminbi.
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The EU should be clear-eyed about the possibility that dialogue may
not yield results and be ready to make bargains. The Trump 2 Admi-
nistration will be transactional. If the EU wants to lower the chances of
coercive US laws, then it needs to be ready to offer something in return,
for example more imports of gas and LNG. President Trump has said he
wants to reduce the trade deficit the US has with the EU, making it a
good starting point for bargaining.

The EU should develop an approach to extraterritoriality that is both
defensive and offensive. Not all US extraterritorial norms are bad. But
some do pose a challenge to the sovereignty of the EU and its member
states. What's more, the EU’s defensive measures, like the Blocking
Statute, have been largely ineffective in shielding companies from US
extraterritorial rules. The EU needs to shift its mindset on extraterrito-
riality and recognize, like it did in 2021, that it can be used as a coercive
tool.

EU countries should let the European Commission take the lead in
coordinating and devising an offensive strategy. It is not clear that the
EU has the legal competence, or political support from member states,
to develop a new strategy on extraterritoriality. It would make sense for
the European Commission to take the lead, in close coordination with the
Council of the EU. EU coordination is particularly important to thwart US
attempts to divide member states and to prevent the fragmentation of
the single market if individual member states adopt their own defensive
measures. For that, the EU Commission will need to reassure EU govern-
ments and European companies that it can store, protect and keep any
information confidential.
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Introduction

Most people have never heard of David Cohen. Yet, he was President
Obama’s closest adviser and has gone on to occupy some of the most
important positions inside the US government. Dubbed the US Trea-
sury Secretary's “favorite combatant commander”’ and later Washing-
ton’s “sanctions guru”, he was tasked with a specific mission: to ensure
the effective deployment of sanctions overseas to protect and defend
American interests. His mission was successful and Cohen became the

Oval Office’s most frequent visitor.

Sanctions, export controls, laws with extraterritorial reach. Extraterri-
toriality — understood as a situation wherein a state or an international
organization applies its legislative, executive or judicial power outside
of its territory — has become an essential foreign policy tool. The first
case of US extraterritoriality dates back to 1890 and today the US uses
extraterritoriality more than any other country in the world. Obama,
Trump and Biden have all made use of extraterritoriality — though the
Trump 1 administration did limit the reach of financial laws and reduce
the role of the central government in overseeing their enforcement.
Both political parties see extraterritoriality as a useful instrument of
American economic statecraft.

Despite this, few people understand how US extraterritoriality works.
Most cases of extraterritoriality are good for the US but also for
Europe. In today’s globalized world, business is rarely confined to one
country: to ensure rules are respected, you need international treaties
or effective laws that apply outside of national borders. For example, US
extraterritorial measures have proven to be a formidable tool to fight
organized crime and money-laundering, to enforce global competition
rules and to punish those who breach international law and treaties.

1 A. Lowrey, “Aiming Financial Weapons from Treasury War Room”, The New York Times. (3 June
2014), para.3, https://www.nytimes.com/2014/06/04/business/aiming-financial-weapons-from-war-
room-at-treasury.html, accessed 4 Jan. 2024.
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US sanctions against Cuba, Iran, North Korea, ISIS, al Qaeda and Russia
have helped to curb the threat these actors pose internationally. Global
cases of corruption have dropped significantly since the US extended
the international reach of its anti-corruption laws. Similarly, most banks
are far more measured in their risk-taking since the US, the EU and
others passed new regulations after the 2008 financial crash. US export
controls have been used to prevent American but also European com-
panies from exporting critical materials to countries the US has marked
as hostile and posing a threat to its national security.

But US extraterritoriality can also be bad and frankly ugly for Europe
- and even for some US firms. US extraterritorial measures have clearly
hurt the EU’s economy: €18.8 billion in direct losses for EU companies
since 2018. In the last two decades alone, European companies have
been among the main targets for US laws and pursuits by US federal
agencies? - more so in fact than US firms. High-profile cases have invol-
ved BNP Paribas, HSBC, Commerzbank, Crédit Agricole and Alstom, to
name a few. Not only have these companies faced fines worth tens of
thousands of dollars, but some have even been forced to sell part of
their US-based activities to US competitors. This has led some of the
US’ trading partners to accuse it of hidden motives: using extraterri-
torial measures as a way to secure US market dominance by reducing
competition from abroad. Some have even gone as far as to suggest the
US government was using extraterritorial measures for espionage and
intellectual property theft.?

US firms have also complained about US extraterritoriality. Studies
have shown that US extraterritorial norms can harm US competitiveness
by dissuading foreign companies from collaborating with US counter-
parts. According to transatlantic tech trade associations, “extraterritorial

2 M-H. Bérard et al., “American extraterritorial sanctions — did someone say european strategic
autonomy?”, Europe In The World. (March 2021), https://institutdelors.eu/wp-content/uploads,
dim_uploads/2021/03/PB_210315_US-Sanctions IJD-[DC-EJD_EN.pdf, accessed 4 Jan. 2023.

3 A. Laidi, Le Droit, nouvelle arme de guerre économique. (Actes Sud, 2019), 1.
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application of US export controls creates regulatory burdens on European
stakeholders and discourages European entities from collaborating with
US counterparts, creating incentives to avoid US technology or, in some
cases, hire US persons.”*

But if the US can get away with it, it is because it is very difficult
to ignore, let alone stop, US extraterritorial norms from applying.
Today, US laws can target almost any individual and company in the
world — even when they have no direct links with the US. Companies
that fail to comply with US rules risk huge fines, exclusion from the US
market and its financial system, and possibly prison time for their direc-
tors. Although some executive bodies, including the EU, have adopted
statutes to “block” US extraterritoriality, they have failed to deter com-
panies from complying with US rules.

For all these reasons, US extraterritoriality has long had a mixed
reputation. Many European firms and governments are also worried
about how the US will use it in the future to contain China. The Biden
administration has significantly restricted exports of high-tech dual-
use items to China and has added over 319 Chinese companies to the
Department of Commerce’s Entity List, which subjects them to further
restrictions and licensing requirements. Many of these export controls
also apply to EU firms that export to China. There have also been cases
of the US government putting pressure on individual EU governments
to adopt similar export control restrictions.

Yet, as the war in Ukraine has illustrated, the West, and especially
Europeans, need US extraterritoriality. Clearly, no Western sanctions
regime can work without American involvement and the US worked
closely with its G7 partners to adopt a robust sanctions regime against
Russia. However, the war in Ukraine has also highlighted the limits of

4 M. Eitel, “Export Controls — The Keys to Forging a Transatlantic Tech Shield”, CEPA. (20 July 2023),
https://cepa.org/comprehensive-reports/export-controls-the-keys-to-forging-a-transatlantic-tech-
shield/, accessed 10 Jan. 2024.
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extraterritorial sanctions, including US ones. Moscow has been able
to limit some of the impact of Western sanctions by finding ways to
bypass them all together. It has strengthened its economic axis with
Tehran and Beijing and invested in trade flows that are entirely separate
from the US and European markets. Russian companies have preferred
to use the renminbi instead of the dollar for international transactions.
Similarly, they have found new markets to sell their goods and other
markets from which to import Western goods, such as electric vehicles
(EVs) and chips, that are included in the different sanctions packages.
The only way to remedy this shortcoming is for the US and like-minded
partners, including the EU, to work more closely on extraterritorial
norms.

The EU needs a better strategy to counter the bad and ugly sides of
third-country extraterritoriality, while also finding a way to work clo-
sely with its allies, including the US and other partners, on the good
aspects of extraterritoriality. The US has at times shown flexibility and
willingness to listen to its allies’ concerns. But clearly, the EU will stand
a better chance at getting the US to listen to it if it can show that it
understands US extraterritorial norms and how they are deployed.
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1 The US Congress is mostly responsible
for determining when extraterritoriality
applies

Lawyers have yet to agree on a definition of extraterritoriality. For the
purpose of this paper, it is best understood as a situation in which a
state (or international organization) applies its powers (legislative, exe-
cutive or judicial) outside of its territory to sanction irregular and illegal
behavior, to protect human rights and international principles, and/or
to protect its political and economic interests.

The United States has a long history of adopting laws with extensive
extraterritorial reach. This began with the Sherman Anti-Trust Act in
1890, which was designed to end anti-competitive behavior - including
monopolies and cartels — in the US market. While the Sherman Anti-
Trust Act was first limited to economic activity in the United States, US
courts gradually began to expand its reach so that it applied to all eco-
nomic activity deemed to have adverse effects on US commerce - that
included US companies operating abroad but also foreign companies
whose activity is deemed to pose a direct threat to the US market.®

Despite the US’ widespread use of extraterritoriality, US statutes and
administrative laws rarely reference it explicitly. This is not entirely
surprising. Extraterritoriality is tolerated under international law so
there is no need for the US to acknowledge it directly. That said, the
Restatement of the Law, Fourth: Foreign Relations Law of the United States
authorizes the US government to “regulate extraterritorially”® when

5 S. F. Kava, “The Extraterritorial Application of the Sherman Anti-Trust Act in the Age of Globaliza-
tion”, Journal of Business & Technology Law, 15/1 (2019), https://digitalcommons.law.umaryland.

edu/jbtl/voll5/iss1/5.

6 “A Primer on Extraterritoriality”, Transnational Litigation Blog. (22 March 2024),
https://tlblog.org/a-primer-on-extraterritoriality/, accessed 20 March 2024.

18


https://digitalcommons.law.umaryland.edu/jbtl/vol15/iss1/5
https://digitalcommons.law.umaryland.edu/jbtl/vol15/iss1/5
https://tlblog.org/a-primer-on-extraterritoriality/

US EXTRATERRITORIALITY: THE TRUMP CARD

there is a case of “genuine connection”” between the US and the act it is
legislating for or against. Many countries apply a similar logic to justify
their use of extraterritoriality. Unlike many of its allies, the US has a
very broad interpretation of “genuine connection”, which explains
why it is able to target almost any individual, company and property
in the world. In 1945, US jurisprudence broadened the definition of
“nexus” to include any foreign activity that undermines US exports,
even when it does not impact the US market directly (see United States
v. Alcoa).® This gave the US more leeway to interpret when extraterrito-
rial application is lawful or not.

In line with the US Constitution, Congress is responsible for discer-
ning a statute’s geographical scope and whether it applies abroad.
This discernment relies on two presumptions:

«  The”presumption against extraterritoriality”: US law applies domes-
tically unless Congress has explicitly determined otherwise (though
there are some exceptions, for example for export controls). Cases
include 2010 Morisson v. National Australia Bank® and 1991 EEOC v.
Arabian American Qil Co.™

7 The 1927 Lotus principle makes clear countries can apply a law extraterritorially when there is
a clear and identifiable nexus between the country legislating and the act it is legislating for or
against. For more details, see L. Chetcuti, C. Vidotto Labastie and G. Wright, “Extraterritoriality:
a Blind Spot in the EU's Economic Security Strategy”, Institut Montaigne, (January 2024),
https://www.institutmontaigne.org/en/publications/extraterritoriality-blind-spot-eus-economic-se-
curity-strategy, accessed 24 Sep. 2024.

8 This case related to antitrust regulations, which the United States had begun to apply more ag-
gressively to anticompetitive conduct outside US borders.

9 The Supreme Court held that US law against securities fraud does not apply to investment deals
that occur overseas, even if they have a domestic impact or effect.

1 The case was about workplace discrimination overseas and whether US laws against discrimi-
nation applied to Aramco (a Saudi energy corporation). The Supreme Court ruled in favor of
Aramco stating that Title VII of the Civil Rights Act (which prohibits employment discrimination)
did not apply extraterritorially to the company's actions outside US borders.
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«  The“Charming Betsy” canon (dating back to the 19t century): when
international obligations and domestic law conflict, courts should
refer to Congress’ interpretation (this is known as the judicial defe-
rence doctrine).

Until recently, the Supreme Court had ruled that courts could defer
to government executive agencies’ interpretation of regulations
and statutes, in the event that Congress had not directly addressed
the question at the center of a dispute (1984 Chevron USA v. Natural
Resources Defense Council and 1997 Auer v. Robbins). This granted exe-
cutive agencies limited but greater discretion in interpreting the scope
of application of different laws adopted by Congress, and reduced the
risk of protracted legal battles.

Republican administrations had repeatedly tried to limit the inter-
pretative powers of executive agencies - preferring to rely on
Congress’ interpretation instead. During the Obama administration,
Congress tried, but failed, to push back against the Supreme Court Che-
vron principle. During the first Trump presidency, the House introduced
the 2017 Regulatory Accountability Act to restrict government agen-
cies’power of interpretation. The Act has yet to pass through the Senate
but stands a greater chance of passing now that the Republicans hold
the Congress and Senate.

What's more, the Supreme Court recently overturned the 40-year-
old legal precedent called the Chevron principle in the Loper Bright
Enterprises v. Raimondo case''. From now on, courts are responsible for
determining whether agencies have acted lawfully in implementing
legislation. This is both good and bad news for European companies.

1 The case was scheduled for argument before the Supreme Court of the United States during the
court's October 2023-2024 term. Loper Bright Enterprises v. Raimondo, No. 22451 (U.S. June 28,
2024), [https://www.supremecourt.gov/opinions/23pdf/22-451 7m58.pdf], accessed 18 Nov. 2024.
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On the one hand, it gives them a chance to challenge executive agen-
cies’ use of extraterritorial norms and enforcement directly in US courts.
At the same time, it could create regulatory uncertainty as it makes it
harder for executive agencies and departments to enforce any kind of
ambitious legislation and regulation, including on climate and environ-
mental issues for example. This, the Democrats argue, could undermine
the day-to-day work of the US government.

Finally, the US government has also used the national security
exception of Article XXI in GATT to justify the use of extraterritorial
measures and trade defense measures.'>There is a growing bipartisan
view in the US that the WTO and international treaties are no longer
fit-for-purpose to protect the US'vital interests in today’s world. For exa-
mple, the Trump 1 administration cited Article XXI to justify new tariffs
on steel and aluminum imports from the EU in 2018.

12 Section (b) of Article XXI in GATT states that the WTO agreements should not prevent any
member from "taking any action which it considers necessary for the protection of its essential
security interests”. General Agreement on Tariffs and Trade (GATT 1947).
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Box 1: The American obsession with
the law and extraterritoriality

Unlike France, which has a civil law system, the US uses com-
mon law.’® In common law countries, case law - in the form of
published judicial opinions — can shape US law.™ In civil law
countries, codified statutes predominate. The US also has a very
distinct understanding of the “rule of law”. As Danish scholar
Helle Porsdam wrote, “Americans practically think and breathe in
legal terms”™ and penalties can be a lot harsher.

According to US sanctions expert Sascha Lohmann'®, three fac-

tors help explain the US' prolific use of extraterritoriality:

« An ideological commitment that rights are inalienable and
transcend national borders;

« A legal culture shaped by the experience of steady territorial
expansion and domination;

« An independent judiciary that enjoys wide latitude to deter-
mine the geographical scope of statutory law and its imple-
mentation through administrative regulations.

3 Ireland, the UK, Cyprus and Malta (as it integrates parts of the UK Common Law) all use common
law. “Legal experts say common law Ireland to be ‘isolated’ within EU after Brexit”, Irish Legal
News. (11 Sep. 2013), para.1, https://www.irishlegal.com/articles/legal-experts-say-common-law-
ireland-to-be-isolated-within-eu-after-brexit, accessed 4 Jan. 2024.

4 “The Common Law and Civil Law Traditions”, Berkeley Law. (2010), 1, https://www.law.berkeley.
edu/wp-content/uploads/2017/11/CommonLawCivilLawTraditions.pdf, accessed 4 Jan. 2024.

5 “Rule of Law in American Life: A Long and Intentional Tradition”, American Bar Association.
(22 Aug. 2019), para. 2, https://www.americanbar.org/groups/public_education/resources/rule-of-
law/rule-of-law-in-american-life--a-long-and-intentional-tradition/, accessed 4 Jan. 2024.

16 S. Lohmann, “Extraterritorial U.S. Sanctions: Only Domestic Courts Could Effectively Curb the En-
forcement of U.S. Law Abroad”, SWP (2019), 1, https.//www.swp-berlin.org/publications/products,
comments/2019C05_lom.pdf, accessed 4 Jan. 2023.
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? A closer look at US extraterritorial laws

US extraterritorial norms are complex, have different goals and
involve different federal agencies (see table 1 below)."”

Table 1: Federal laws with extraterritorial reach

Atomic Energy Act Trading with | Foreign Cor- | Iran Threat Clarifying
(AEA), Arms Export | the Enemy Act | rupt Practices | Reductionand | Lawful
Control Act (AECA) (TWEA) and Act (FCPA) Syria Human Overseas Use

and Export Controls | International | 1977 Rights Act of Data Act
Reform Act (ECRA) Emergency (ITRSHRA) (CLOUD ACT)
(International Traffic | Economic 2012 2018

in Arms Regulations | Powers Act
(ITAR) and Export (IEEPA) 1917

Administration and 1977
Regulations (EAR))
1954,1976 and 2018
Limit exports of Primary and Anti-corruption | Sanctions to Protect data
“sensitive” items secondary sanc- | laws. counter the and fight
(civil & military). tions to protect Iranian threat terrorism, sexual
US national (nuclear, exploitation of
security. terrorism). children and
cybercrime.
PENAL- Loss of contracts, fines. | Fines, exclusion | Fines, prison, Sanctions, Fines.
TIES FOR from US market, | exclusion from | exclusion from
NON-COM- travel bans, the US market | US market and
R frozen assets. and financial | financial system.
system.
HIDDEN/OR RUETNEIEL G Maintain Weaken foreign | Expand US poli- | Data exploita-
DISPUTED  EIIENICY US market competitors. | tical dominance | tion: espionage,
AIM dominance. &ensure fair intellectual

competition for | property theft.
US companies.

17 This paper includes a broad, but non exhaustive list of US laws with extraterritorial reach.
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LUl [a A1 State Department’s State Depart- Justice Commerce State
CHARGE Directorate of ment, Justice Department, | Department, Department,
Defense Trade Controls | Department, Securities State Depart- Federal Bureau
(DDTC); Commerce Treasury and Exchange | ment, Treasury | of Investigation
Department’s Bureau Department. Commission Department. (FBI), Central
of Information and (SEC). Intelligence
Security (BIS). Agency (CIA).

COMPANY Airbus BNP Paribas, Alstom, ING Tanker Pacific Dassault

SUBJECTED Commerzbank, | Group Systemes
TO PENALTY Crédit Agricole

2.1. SANCTIONS TO PROTECT NATIONAL SECURITY
AND COUNTER TERRORISM

Sanctions'8, whose primary concern is to ensure the national security of the
United States have become an important tool for the US to exert pressure
on hostile nations and to sanction persons and entities suspected of corrup-
tion. Examples of US federal statutes with extraterritorial provisions include:

«  The 1917 Trading with the Enemy Act (TWEA) and 1977 Interna-
tional Emergency Economic Powers Act'® (the IEEPA), arguably
the most important statutory sources prescribing US sanctions in
the realm of foreign and security policy. They give the US president
power to end commercial or financial flows in times of war (thanks
to the TWEA) and peace (thanks to IEEPA). The TWEA governs sanc-
tions against Cuba, whereas US sanctions against other countries
are generally derived from the IEEPA.%

8 Many legal scholars dispute the use of the term ‘sanctions’ as these are often unilateral,
and not based on a UNSC resolution. They prefer the use of the term unilateral sanctions.

19 “The International Emergency Economic Powers Act”, United States Code, Title 50, Chapter 35,
https://uscode.house.gov/view.xhtml?path=/prelim@title50/chapter35&edition=prelim, accessed
5 Jan. 2024.

20 J. Buretta, M. Lew and M. Ardeljan, “US Sanctions”, The Guide to Sanctions. (Global Investigations
Review: 2020), https://globalinvestigationsreview.com/guide/the-guide-sanctions/first-edition/ar-
ticle/us-sanctions, accessed 5 Jan. 2024.
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«  The 1996 Helms-Burton Act?' (also known as the Cuban Liberty and
Democratic Solidarity Act) and the 1996 Iran and Libya Sanctions
Act (ILSA, also called the D’Amato Act)?? are designed to prevent
American and foreign companies from doing business with hostile
nations (in this case with Cuba and with the petroleum sectors of
Iran and Libya). ILSA was amended in 2012 and renamed the Iran
Threat Reduction and Syria Human Rights Act (ITRSHRA).

«  The 2017 Countering America’s Adversaries Through Sanctions
Act (CAATSA) governs sanctions against Russia, North Korea as
well as additional sanctions on Iran (after the Trump 1 administra-
tion pulled the US out of the Joint Comprehensive Plan of Action
- “JCPOA"). It also holds provisions to prevent foreign companies
from making significant defense deals with these countries.?

The US Department of Treasury’s Office of Foreign Assets Controls
(OFAQ) is responsible for enforcing these sanctions. At the time of wri-
ting, it is responsible for 38 sanctions programs and regularly updates
lists of individuals and companies to which the sanctions apply.?* Lists
include the list of Specially Designated Nationals (SDN List), the
Foreign Sanctions Evaders List, the Non-SDN Iran Sanctions Act List,
the Sectoral Sanctions Identifications List and the Non-SDN Palestinian
Legislative Council List (among others).? Any individual or company on
those lists will have their US assets blocked and “US Persons” (detailed
below) are prohibited from doing business with them.?*

2 This statute is an update to the 1992 Cuban Democracy Act — also known as the Torricelli Act.

22 In 2006, ILSA was renamed to the Iran Sanctions Act (ISA). In 2012 ITRSHRA was passed, which
amends portions of ISA.

2 P. Jeydel et al., “A Detailed Look at the Countering America’s Adversaries Through Sanctions Act”,
Steptoe. (Aug. 2017), https://www.steptoe.com/en/news-publications/a-detailed-look-at-the-counte-
ring-america-s-adversaries-through-sanctions-act.html, accessed 5 Jan. 2024.

24 OFAC, “Sanctions Programs and Country Information”, US Department of Treasury,
https.//ofac.treasury.gov/sanctions-programs-and-country-information, accessed 5 Jan. 2024.

25 “Sanctions Lists Search”, OFAC, https.//sanctionssearch.ofac.treas.gov/, accessed 5 Jan. 2024.
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There are two types of sanctions: primary and secondary. Primary sanc-

tions tend to apply to “US Persons”, understood as:

«US nationals (regardless of where they live);

« Permanent residents and companies based in the US (along with
any foreign branches or subsidiaries);

« Individuals or companies exporting US-origin goods (regardless of
where they are based).?”

Primary sanctions can have broad application thanks to the “facilita-
tion” rule, which prohibits a third-party from making a transaction
that would be prohibited if conducted by a US person.? Paying in dol-
lars, using the services of a US bank or US-based bank as well as stocking
data on US servers all count as facilitation.? In 2014, US federal and state
government agencies sanctioned French bank BNP Paribas for “conspiring
to violate the IEEPA and the TWEA3*" by using the US financial system to
process transactions on behalf of, among others, Iranian clients subject to
US sanctions.The bank was fined $8.9 billion. Similarly, in 2018, French bank
Société Générale was fined $1.3 billion for violating the IEEPA and TWEA.*!

26 OFAC, “Specially Designated Nationals and Blocked Persons List SDN”, US Department of Trea-
sury. (28 Dec. 2023), https://ofac.treasury.gov/specially-designated-nationals-and-blocked-persons-
list-sdn-human-readable-lists, accessed 5 Jan. 2024.

27 T. McKinnon, J. Tercefio, K. Yamada, “Sanctions & Extraterritorial Effect”, Freshfields Bruckhaus

Deringer. (10 Nov. 2022), United States Section, https://riskandcompliance.freshfields.com/

post/102i0ui/sanctions-extraterritorial-effect-why-multiple-restrictive-measures-may-apply,
accessed 24 Sep. 2024.

28 “Overview of US sanctions laws and regulations”, Norton Rose Fulbright. (June 2019), (c) Direct
and indirect liability and facilitation, https://www.nortonrosefulbright.com/-/media/files/nrf/nr-
eb/knowledge-pdfs/overview-of-us-sanctions-laws-and-regulations-disclaimer.pdf?la=en-in&re-

vision=, accessed 5 Jan. 2024.

29 D. Pilarski, “US Sanctions 1017, Watson Farley & Williams. (16 September 2020), US Person/Facili-
tation, https://www.wfw.com/articles/us-sanctions-101/, accessed 5 Jan. 2024.

30 US Department of Justice Office of Public Affairs, BNP Paribas Agrees to Plead Guilty and to Pay
$8.9 bllllon [Press Release] (30 ]une 2014), https://www.justice.gov/opa/pr/bnp-paribas-agrees-

lly-processing-financial, accessed 5 Jan. 2024.

31 Board of Governors of the Federal Reserve, “Federal Reserve Board fines Société Générale S.A.
$81.3 million for firm's unsafe and unsound practices primarily related to violations of U.S. sanc-
tions against Cuba,”, [Press Release] (18 Nov. 2018), https://www.federalreserve.gov/newsevents,

pressreleases/enforcement20181119a.htm, accessed 25 March 2024.
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Since the 1990s, the US has also been adopting secondary sanctions,
which specifically target non-US persons if and when their activities
are deemed to contravene US national security interests. The Cuban
Assets Control Regulations (based on the TWEA) and the Iran Transac-
tion and Sanctions Regulations apply to US but also non-US persons.
A foreign company that invests in Iran’s energy sector, for example, or
decides to trade with companies blacklisted on SDNs, could easily be
targeted by US secondary sanctions, even when it has no links to the
US whatsoever. While US law cannot prohibit a foreign company from
doing business in a hostile nation, it can sanction the behavior when
it can prove that the company’s activities undermine US national
security interests. Since the US adopts a broad definition of national
security, these also include US economic interests.3?

There are many examples of non-compliance. In 2015, the French bank
Crédit Agricole agreed to pay $787 million® for violating US sanctions
against Iran, Sudan and other countries. Crédit Agricole admitted that
it had permitted 11 Sudanese banks to keep accounts with Crédit Agri-
cole - six of which were on the US’ Specially Designated Nationals list
(SDNs).34 Germany’s Commerzbank agreed to forfeit $563 million and
pay a $79 million fine for sanction violations under the International
Emergency Economic Powers Act (IEEPA) in 2015.% Dutch bank ING
also settled $619 million with the US Treasury Department's Office of
Foreign Assets Control.3¢

32 8. Lohmann, Extraterritorial U.S. Sanctions, 4.

33 New York State Department of Financial Services, NYDFS Announces Crédit Agricole To Pay
$787 million, [Press Release]. (20 October 2015), https://www.dfs.ny.gov/reports and publications
press_releases/pr1510201, accessed 10 Jan. 2024.

34 Ibid.

35 US Department of Justice, Commerzbank AG Admits to Sanctions and Bank Secrecy Violations

[Press Release]. (12 March 2015), https://www.justice.gov/opa/pr/commerzbank-ag-admits-sanc-

tions-and-bank-secrecy-violations-agrees-forfeit-563-million-and, accessed 10 Jan. 2024.

36 US Treasury Department, Treasury Department Announces $619 million Settlement with ING
Bank [Press release]. (12 June 2012), https://home.treasury.gov/news/press-releases/tg1612.
accessed 10 Jan. 2024.
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Box 2: Enforcing sanctions

There are several ways the US Department of Treasury’s Office
of Foreign Assets Controls (OFAC) can ensure sanctions are res-
pected:

1. Fines: Under the IEEPA, OFAC can impose fines on the basis of
Economic Sanctions Enforcement Guidelines. These fines can
go up to $295,141 per violation - or twice the amount of the
incriminated transaction. The process is not transparent, nor
is it subject to judicial review under the 1946 Administrative
Procedure Act.’’ These fines can apply to non-US persons.

2. Monitoring compliance: asking companies and sharehol-
ders to hand over sensitive information. Non-compliance can
result in exclusion from the US market and its financial system.

3. Refer violations to the Department of Justice for criminal
proceedings: convictions can result in further fines as well as
prison time. Extradition treaties allow for non-US persons to
be extradited and judged in the US.

The case of Iran is particularly interesting to understand how the US
sees the role of sanctions in forcing foreign governments or entities to
change behavior. In 2015, the Obama 2 administration signed the Joint
Comprehensive Plan of Action (JCPOA) - a deal between Iran, the US,
the EU, Russia and China to restrict Tehran’s nuclear program and curb
its nuclear ambitions. In return, signatories promised to ease sanctions
on Iran. This was particularly beneficial to European companies that had
invested in Iran in the past but had been forced to withdraw to avoid
breaching US sanctions.

37 Ibid., 5.
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The JCPOA has always been hugely divisive in the United States. When
Donald Trump was elected in 2016, he delivered on his campaign pledge
and pulled the US out of the agreement. The administration then reins-
tated sanctions that had been previously lifted to “force the Iranian
leadership into accepting demands to fundamentally change nuclear, but
also regional and domestic policies.”* The reinstatement of primary and
secondary sanctions led many European, but also Asian companies, to
completely withdraw from Iran - even though their own governments
allowed trade and investment in Iran. More than 50 Iranian banks were
cut out of the Belgium-based Society for Worldwide Interbank Finan-
cial Telecommunication (SWIFT) — the most widely used messaging sys-
tem among international financial institutions — which made it almost
impossible for Iran to trade internationally.?® The sanctions even limited
Iranians’ access to essential medicine.*® Very quickly, Iran’s economic
conditions worsened. The Biden administration has not brought the US
back into the JCPOA.

In many other cases, US sanctions have proven indispensable to pro-
tect the US and its allies. US sanctions have enabled US law enforce-
ment agencies to reduce terrorist threats. In November 2023, Binance,
one of the largest crypto exchange companies, was found guilty of
money laundering and for violating the Bank Secrecy Act (BSA) and the
International Emergency Economic Powers Act (IEEPA).*" In particular,
judges found that Binance had failed to establish safety programs that

* Ibid., 2.

% It is set up under Belgian law. Iranian banks could no longer do business with G10 central banks
including Banca d’Italia, Bank of Canada, Bank of England, Bank of Japan, Banque de France,
De Nederlandsche Bank, Deutsche Bundesbank, European Central Bank, Sveriges Riksbank,
Swiss National Bank, and the US Federal Reserve System.

40 T. Sepehri Far, “Maximum Pressure US Economic Sanctions Harm Iranians’ Right to Health”, Hu-
man Rights Watch. (October 2019), https://www.hrw.org/report/2019/10/29/maximum-pressure,
us-economic-sanctions-harm-iranians-right-health, accessed 5 Jan. 2024.

4“1 US Department of Justice, Office of Public Affairs, Binance and CEO Plead Guilty to Federal
Charges in $4B Resolution [Press Release]. (21 Nov. 2023), https://www.justice.gov/opa/pr/bi-
nance-and-ceo-plead-guilty-federal-charges-4b-resolution, accessed 5 Jan. 2024.
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would prevent transactions with terrorist groups including Hamas and
the Palestinian Islamic Jihad, but also Al Qaeda and the Islamic State of
Irag and Syria (ISIS).*> The company was fined $4.3 billion.

The 2018 Nobel Peace laureate Nadia Murad is one of 400 Yazidi women
suing Lafarge, a French cement company (now a subsidiary of the Swiss-
based Holcim Group) for conspiring to provide construction materials
to ISIS.*® Lafarge’s subsidiary located in Syria admitted to paying ISIS
and the Nusra Front, another US-designated foreign terrorist organiza-
tion, nearly $6 million to cancel out any competition from other cement
companies. Lafarge’s subsidiary was also accused of selling cement to
ISIS directly to construct underground tunnels wherein Yazidi and Wes-
tern hostages were held and tortured.*

These cases show that extraterritorial legislation is a powerful way
to ensure that companies operating in high-risk environments,
including war-torn countries, are not supporting criminal or terro-
rist activities. In many cases, US efforts to foster responsible corporate
behavior and legal accountability have paid off.

# B. Bushard, “Justice Department Cites Hamas’ Use Of Binance In $4.3 Billion Settlement”, Forbes.
(21 Nov. 2023), para. 4, https://www.forbes.com/sites/brianbushard/2023/11/21/justice-depart-
ment-cites-hamas-use-of-binance-in-43-billion-settlement/?sh=68f8d20030f0, accessed 5 Jan. 2024.

4 US Department of Justice, Office of Public Affairs, Lafarge Pleads Guilty to Conspiring to Provide
Material Support to Foreign Terrorist Organizations, [Press Release]. (18 Oct. 2022),
https://www.justice.gov/opa/pr/lafarge-pleads-guilty-conspiring-provide-material-support-forei-
gn-terrorist-organizations, accessed 5 Jan. 2024.

#“ A. Clooney, L. Wolosky, “Opinion | Why We’re Helping Yazidi Americans Get Justice”, The New
York Times. (17 Dec. 2023), para.6, https://www.nytimes.com/2023/12/17/opinion/isis-yazidi-laws-
uit.html, accessed 5 Jan. 2024.
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2.2. EXPORT CONTROLS

Export controls are also a form of extraterritoriality. The 1954 Atomic
Energy Act (AEA), the 1976 Arms Export Control Act (AECA) and the
2018 Export Controls Reform Act (ECRA) provide the US president
with the right to ban exports of US items, equipment and software that
could undermine US national security interests. The US export controls
regulation landscape is very complex: each regulation has its own list
of controlled items that are subject to licensing authorizations.

The AEA gives the US president the authority to prohibit unlicensed
exports of nuclear equipment and material. It is administered by the
Department of Energy’s Nuclear Regulatory Commission.

The AECA controls exports (and sometimes imports) of “sensitive mili-
tary items” (i.e. military goods and related services that incorporate US
technology or software). This statute is implemented by the Interna-
tional Traffic in Arms Regulations (ITAR) and is administered by seve-
ral agencies, including the US Department of State’s Directorate of
Defense Trade Controls (DDTC) and the US Department of Defense’s
Defense Security Cooperation Agency (DSCA). The US Munitions List
(USML), which is part of ITAR, identifies which items are subject to export
controls*. The DDTC is responsible for granting licensing requirements
(or exemptions) for exporting these items. Licensing requirements can
sometimes cover reexports or transfers too. For example, reexports or
transfers of ITAR items between NATO countries or between NATO and
its allies (Australia, Israel, Japan, New Zealand and South Korea) do not
require additional licensing authorizations from the DDTC.*

4 The USML builds on the Missile Technology Control Regime (MTCR) Annex, a non-legally binding
multilateral agreement involving 35 countries, that seeks to limit the proliferation of missile
technology through a list of controlled items.

6 “Licenses for the Export and Temporary Import of Defense Articles”, Title 22, Chapter I, Part 123,
Code of Federal Regulations, https:/www.ecfr.gov/current/title-22/chapter-I/subchapter-M/part-
123, accessed 9 Jan. 2024.
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Box 3 : Is ITAR undermining
the transatlantic arms market?

ITAR has attracted widespread criticism from American and Euro-
pean companies alike. For them, the licensing process:

- Poses supply risks: ITAR licensing tends to be slow and unpre-
dictable, resulting in delays to existing projects and creating
reputational costs for businesses.

« Is burdensome and costly: for products using one or more US
items (whether parts or software), a licensing agreement will
be required for each part. This entails significant administrative
and legal burdens, which are costly. It partly explains why some
EU governments, including the EU Commission, have called on
EU defense companies to limit the use of US technology and
items to “reduce the burden and dependence on items subject
to ITAR"¥ export controls.

- Reduces the competitiveness of US firms: due to the com-
plexity of ITAR, some EU commercial space industries such
as Alcatel, Morotta Surrey Satellite, and EADS (Astrium), have
started to build products that are “ITAR-free”. Sales have since
rocketed and US companies no longer dominate the global
space market since the early 2000s. Some US firms have also
begun to do the same: Boeing’s 787 commercial jet is largely
ITAR-free, making it easier to export and reexport.

47 European Commission, Commission unveils significant actions to contribute to European Defence,
boost innovation and address strategic dependencies [Press Release]. (15 Feb. 2022), https://ec.eu-
ropa.eu/commission/presscorner/detail/en/IP 22 924, accessed 9 Jan. 2024.
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Several US administrations have tried to reform ITAR. With the
Export Control Reform (ECR) Initiative, President Obama tried to
reform overly-complex licensing processes that are a burden
for companies and do not necessarily reduce risks to national
security.®® He failed to get congressional support. In May 2023,
Republican members of Congress spearheaded a bill -TORPEDO
Act - to ease ITAR export restrictions to the UK and Australia
which, together with the US, are signatories to the AUKUS deal
in September 2021.This bill has garnered bipartisan support and
in September 2024, the Department of State amended ITAR to
grant exemptions to its licensing requirements for companies
based in the UK and Australia.*

ECRA governs the export, reexport and in-country transfer of com-
mercial, dual-use items and other military items of “lesser sensitivity”.
These licensing agreements are much more detailed and complex
than ITAR. ECRA is implemented by Export Administration Regulations
(EAR), which are administered by the US Department of Commerce’s
Bureau of Industry and Security (BIS). Export licenses or exemptions
are required for all items listed on the EAR’s Commerce Control List
(CCL).%°

48 US Department of State, Bureau of Public Affairs, “The President's Export Control Reform Initia-
tive: Reinventing the System and Promoting National Security”, US State Department Archives.

(10 May 2013), https://2009-2017.state.gov/r/pa/pl/2013/209319.htm, accessed 9 Jan. 2024.

4 J. Risch, M. McCaul, “Congressional Republicans are seeking an arms export overhaul to cut red
tape for the AUKUS agreement”, Politico Congress Minutes. (5 May 2023), https://www.politico.
com/minutes/congress/05-4-2023/aukus-legislation/, accessed 9 Jan. 2024.

0 J. Voetelink, “The Extraterritorial Reach of US Export Control Law. The Foreign Direct Product
Rules”, Journal of Strategic Trade Control, 1/1, (2023), 5, https://popups.uliege.be/2952-7597/index.
php?id=57.
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Table 2: US export control regime

1976 Arms Export Control Act (AECA)

Aim: Control exports (and sometimes imports) of “sensitive military items” (i.e. military goods and related services
that incorporate US technology or software). This statute is implemented by the International Traffic in Arms Regula-
tions (ITAR).

Enforcement agencies: Several agencies, including the US Department of State’s Directorate of Defense Trade
Controls (DDTC) and the US Department of Defense’s Defense Security Cooperation Agency (DSCA).

2018 Export Controls Reform Act (ECRA)

Aim: Control the export, reexport and in-country transfer of commercial, dual-use items and other military items
of “lesser sensitivity”. These licensing agreements are much more detailed and complex than those of ITAR. ECRA is
implemented by Export Administration Regulations (EAR).

Enforcement agencies: The US Department of Commerce’s Bureau of Industry and Security (BIS).

If the EAR is a sweeping assertion of extraterritorial power, it is
because of the Foreign Direct Product Rule (FDPR). The FDPR stipu-
lates that export controls are required:

« For products that are made with 10 to 25% (or more) of commercial or
dual-use components that originate from the US> - even when these
items are made outside of the US.

- For items containing sensitive US technology or that use US manufac-
turing processes — even when these items are made outside of the US.

« For companies that are transporting these items.*?

Before 2013, there was just one FDPR. It applied to a small range of dual-
use items and was limited to exports and reexports to specific countries
that were considered hostile to the United States. Over the past decade,
BIS has expanded the FDPR significantly thereby allowing the United

1 Ibid., 8.

52 T. Johnson, D. Bade, Export/Import Procedures and Documentation. (New York: AMACOM, 2010),
187.
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States to expand its jurisdiction over most ‘critical’ items that are
manufactured using US software, equipment, or technology - even
when these products are devoid of US components or manufac-
tured abroad.>? This is a significant headache for EU companies that
specialize in the design, manufacturing, or transport of “critical”items as
they are often required to comply with several export control regimes.
In the case of non-compliance, they can be pursued by the US judiciary
and government agencies.

During the Trump 1 administration, the US expanded EAR to res-
trict technology exports to China.** In 2019, the US Department of
Commerce added Huawei and its 68 non-US affiliates (located in coun-
tries such as Belgium, Germany, Japan, the United Kingdom and Viet-
nam) to the Entity List.>* Similarly, the Biden Administration amended
EAR in October 2022 by adding semiconductor equipment, advanced
chips and commodities containing chips to the Commerce Control List
(CCL).*¢ President-elect Trump has also promised to adopt more aggres-
sive export control policies vis-a-vis China and harsher sanctions on
companies that fail to respect them?’.

% 8. Gearity, “Understanding the Foreign Direct Product Rule”, Export Compliance Training
Institute. (20 Dec. 2022), https://www.learnexportcompliance.com/understanding-the-foreign-di-

rect-product-rule/, accessed 9 Jan. 2024.

54 T. Gehrke, J. Ringhof, “The Power of Control: How the EU can shape the new era of strategic
export restrictions”, ECFR. (May 2023), https://ecfr.eu/wp-content/uploads/2023/05/The-Power-of-
Control-How-the-EU-can-shape-the-new-era-of-strategic-export-restrictions.pdf, accessed 9 Jan.
2024.

% R. Burke et al., “US Designates Huawei to Entity List, Issues Temporary General License”, White
& Case LLP. (23 May 2019), https://www.whitecase.com/insight-alert/us-designates-huawei-en-
tity-list-issues-temporary-general-license, accessed 9 Jan. 2024.

56 A. W. Palmer, “An Act of War’: Inside America’s Silicon Blockade Against China”, New York
Times. (12 July 2023), https://www.nytimes.com/2023/07/12/magazine/semiconductor-chips-us-chi-
na.html, accessed 9 Jan. 2024.

57 A. Slodkowski, . Pomfret, and L. Chen, “Ready or not? How China scrambled to counter the
second Trump shock,” Reuters, (November 2024), https://www.reuters.com/world/ready-or-not-
how-china-scrambled-counter-second-trump-shock-2024-11-08/, accessed 18 Nov 2024.
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The US has been putting pressure on its allies to better coordinate,
and even align, export control legislation.®® In January 2023, the
United States, the Netherlands and Japan struck an agreement to fur-
ther restrict exports of advanced chip-manufacturing equipment to
China, such as lithography tools made by Dutch company ASML and
Japan’s Nikon and Tokyo Electron.*® US-China trade tensions flared up
as a result. In a bid to de-escalate tensions, the US and China set up in
August 2023 new channels of communication for economic and com-
mercial issues. These include a new bilateral forum to discuss export
controls (“Export Control Enforcement Information Exchange”) and the
establishment of a new “Commercial Issues Working Group” to expand
commercial opportunities.®® Healthcare and clean technologies were
identified as potential areas for cooperation, but it is unclear whether
these have gleaned any significant results. Nor did it stop the Biden
administration from passing new export controls in October 2023
on semiconductors, semiconductor manufacturing equipment and
advanced computing equipment destined for China. As Noah Barkin
noted, these measures have significant extraterritorial reach in that
they introduced a zero-percent de minimis rule that allows Washing-
ton to assert jurisdiction over foreign-made lithography equipment,
such as those produced by the Dutch firm ASML, even when it does not
contain any US components.®’ A Commerce Department communiqué
added that these controls were aimed at restricting China’s “ability to

% P. Haeck, “How the Dutch turned on Chinese tech”, Politico. (9 March 2023),
https://www.politico.eu/article/chips-netherlands-mark-rutte-china/, accessed 9 Jan. 2024.

59 US Department of Commerce, Bureau of Industry and Security, “Federal Register: Imple-
mentation of Additional Export Controls: Certain Advanced Computing and Semiconductor
Manufacturing Items”, Federal Register. (18 Jan. 2023), https://www.federalregister.gov,
documents/2023/01/18/2023-00888/implementation-of-additional-export-controls-certain-ad-
vanced-computing-and-semiconductor, accessed 9 Jan. 2024.

60 US Department of Commerce, Readout of Secretary Raimondo's Meeting with Minister
of Commerce of the People's Republic of China Wang Wentao [Press Release]. (28 Aug. 2023),
https://www.commerce.gov/news/press-releases/2023/08/readout-secretary-raimondos-mee-
ting-minister-commerce-peoples-republic, accessed 9 Jan. 2024.

1 N. Barkin, “Watching China in Europe”, GMFUS (7 Nov. 2023), para. 12,
https://www.gmfus.org/news/watching-china-europe-november-2023, accessed 9 Jan. 2024.
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both purchase and manufacture certain high-end chips critical for military
advantage [...] and close loopholes.”®

2.3. CORRUPTION AND
ANTI-MONEY LAUNDERING

The 1977 Foreign Corrupt Practices Act (FCPA), revised in 1998,

allows the Department of Justice to pursue entities suspected of cor-

ruption. In particular, the Act prohibits individuals and companies from
bribing foreign officials and requires them to maintain strict internal
audits. Three categories of ‘people’ are concerned by the FCPA%*:

«  “Issuers” - i.e. companies issuing securities on the US market and
their directors, administrators, shareholders or any other person
acting on their behalf;®

- “Domestic concerns” — i.e. US citizens, residents and companies
under US law (foreign companies and foreign nationals can be sub-
ject to the FCPA if they are seen to facilitate a breach of the FCPA);

- “Persons other than issuers or domestic concerns” - i.e. any natural
or legal person, regardless of their nationality, using US interstate
commerce or US postal services as a means to make a corrupt pay-
ment.

2 US Department of Commerce, Bureau of Industry and Security, Commerce Strengthens Restric-
tions on Advanced Computing Semiconductors, Semiconductor Manufacturing Equipment, and
Supercomputing Items to Countries of Concern [Press Release]. (17 Oct.2023), https://www.bis.
doc.gov/index.php/documents/about-bis/newsroom/press-releases/3355-2023-10-17-bis-press-re-
lease-acs-and-sme-rules-final-js/file, accessed 9 Jan. 2024.

It was revised after OECD nations signed and passed the Anti-Bribery Convention in 1997.
The US began to apply the FCPA outside of its borders from 1998.

¢ L. Byrd et al., “Does the FCPA Apply to Foreign Companies?”, Oberheiden Security Litigation
& Compliance, https://federal-lawyer.com/securities-litigation/fcpa/apply-foreign-companies/,
accessed 9 Jan. 2024.

% S. Menegon, A. Murgier, W. Julie, “United States extraterritoriality: European Union sovereignty
at stake. International Bar Association”, International Bar Association, US extraterritorial laws
prohibiting corruption and money laundering, https://www.ibanet.org/article/CF85E59E-6564-
4AA3-9408-3F47C6449CID, accessed 9 Jan. 2024.
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The US Department of Justice’s Criminal Division, along with the
Security and Exchange Commission’s (SEC) Enforcement Division, are
responsible for pursuing and investigating violations of the FCPA.

Any company listed on the New York Stock Exchange (NYSE) is deemed
to be within the FCPA’s reach. Evidence shows that US authorities have
targeted both American and foreign businesses, but that the top fines
have been paid by foreign firms. According to data from the Foreign
Corrupt Practices Act Clearinghouse (FCPAC), out of the 10 companies
hit hardest by FCPA sanctions since 1997, only one is American. The
others were from Europe (5 companies), Latin America (3 companies)
and Russia (1 company).% European businesses hit by FCPA sanctions
include, among others Airbus, and its subsidiary in the Netherlands,
Ericsson (Sweden), Siemens (Germany), Alstom (France) and Société
Générale (France).®” The fact that foreign companies have paid more
to the US Treasury, despite more US companies being sanctioned
overall, has led many allies to question what other motives, beyond
fighting corruption, were behind the Act (see chart 1 p. 39 for more
details). According to the FCPA Corporate Enforcement Policy Justice
Manual, if a company voluntarily “self-discloses, fully cooperates, and
promptly remediates”®® before the start of criminal proceedings, the fine
can be reduced by up to 50%. However, this often means handing over
to US law enforcement authorities sensitive information about a com-
pany’s activities, account details and commercial flows.

% Data retrieved from “Total and Average Sanctions Imposed on Entity Groups per Year”, Stanford
Law School, https://fcpa.stanford.edu/statistics-analytics.html?tab=2, accessed 9 Jan. 2024.

7 “How U.S. extraterritorial legal action affects European companies”, Brussels Report.
(16 Dec. 2021), para. 25, https://www.brusselsreport.eu/2021/12/16/how-u-s-extraterritorial-le-
gal-action-affects-european-companies/, accessed 9 Jan. 2024.

% “Foreign Corrupt Practices Act Of 1977 — Justice Manual”, US Department of Justice, 1. Credit for
Voluntary Self Dlsclosure Full Cooperatwn and Tlmely and Approprlate Remediation in FCPA
: A . 000+, -

9 Jan. 2024.
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Chart 1: European companies have received some
of the heaviest fines for violating the US Foreign
Corrupt Practices Act (FCPA)

Amounts in billions of dollars

4BN

Odebrecht Goldman  Airbus  Petrobras Ericsson Telia MTS Siemens VimpelCom Alstom
(Brazil)  Sachs (US)  (France) (Brazil) ~ (Sweden)  (Sweden)  (Russia)  (Germany) (Nether-  (France)
lands)

Source: Foreign Corrupt Practices Act Clearinghouse (FCPAC).

Until 2007, the annual penalties under the FCPA averaged under or
around $75 million. However, fines increased significantly from 2008
onwards, reaching a record annual high of over $6 billion in 2016.
Since 2022, fines have been steadily decreasing (that year, they did
not exceed $1.5 billion). In 2008, Siemens paid $350 million to the SEC
and $450 million to the Department of Justice after it was found guilty
of bribing foreign officials in Argentina, Bangladesh, China, Irag, Mexico,
Venezuela, and Vietnam.® Another high-profile example involved
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French TotalEnergies which agreed to pay $398 million in penalties in
2013 for illicit payments to an Iranian government official in return for
access to oil and gas fields.” In 2020, Airbus - one of the world’s two
largest manufacturers of commercial aircrafts — agreed to pay more
than $3.9 billion to authorities in the US, France and the United King-
dom on charges that it had violated the FCPA and the AECA, and its
implementing regulation the ITAR (view section Il). In 2018, the Trump 1
administration arrested Meng Wanzhou, CFO of Huawei Technologies
on charges of fraud and conspiracy to commit fraud by selling US tech-
nology to Iran.”" Meng was arrested in Canada and extradited to the US.

President Trump has expressed his dislike for the FCPA, which he consi-
ders“horrible and unfair”for companies. In the Spring of 2017, he asked
his then-Secretary of State Rex W. Tillerson to look into ways to scrap
the FCPA without the need to involve Congress. He also tasked his advi-
sor Stephen Miller to draft an executive order to repeal it. However,
Tillerson, Miller and the then-Attorney General Jess Sessions pushed to
maintain the anti-corruption legislation. While the number of investi-
gations decreased, more companies were prosecuted under the Trump
| administration, than they were under the Obama 2 administration.”?

% Ibid.

70 R. Cassin, “Total SA pays $398 million to settle U.S. bribe charges”, The FCPA Blog. (29 May 2013),
https.//fcpablog.com/2013/05/29/total-sa-pays-398-million-to-settle-us-bribe-charges/, accessed
9 Jan. 2024.

1 D. Wakabayashi, A. Rappeport, “Huawei C.F.O. Is Arrested in Canada for Extradition to the US”,
The New York Times. (5 Dec. 2018), https://www.nytimes.com/2018/12/05/business/huawei-cfo-ar-
rest-canada-extradition.html, accessed 9 Jan. 2024.

72 C. D. Leonnig and P. Rucker, A Very Stable Genius: Donald J. Trump's Testing of America, Penguin
Press (2020).
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2.4. HUMAN RIGHTS ABUSES
AND CONSUMER PROTECTION

The 2016 Global Magnitsky Human Rights Accountability Act autho-
rizes the US president to impose economic sanctions, revoke visas,
freeze assets and deny entry into the United States to any foreign
person suspected of committing human rights abuse or corruption.
It builds on the 2012 Sergei Magnitsky Rule of Law Accountability Act,
which banned access into the United States to all those involved in the
death of Sergei Magnitsky, a Russian tax auditor who exposed cases of
corruption in Russia.”

On December 20, 2017, President Trump issued Executive Order (EO)
1381874 to combat “widespread human rights abuse and corruption””.
President Trump’s EO expanded the scope more to target all those
responsible for, or complicit to, serious human rights abuses. The EO
allows the Secretary of the Treasury, in close consultation with the
Secretary of State and the Attorney General, to decide whether or not
to impose sanctions. As is the case with sanctions regimes generally,
the Department of the Treasury’s Office of Foreign Assets Control
(OFAC) administers the economic sanctions, while the State Depart-
ment implements visa bans.

73 M. A. Weber, E. J. Collins-Chase, “The Global Magnitsky Human Rights Accountability Act”,
Congressional Research Service. (28 Oct. 2020), https.//crsreports.congress.gov/product/pdf/IF,
IF10576, accessed 9 Jan. 2024.

7t Administration of Donald J. Trump, “Executive Order 13818 — Blocking the Property of Persons
Involved in Serious Human Rights Abuse or Corruption”, US Government Information. (20 Dec.
2017), https://www.govinfo.gov/content/pkg/DCPD-201700923/pdf/DCPD-201700923.pdf, accessed
9 Jan. 2024.

75 Donald Trump, “the prevalence and severity of human rights abuse and corruption [...] have
reached such scope and gravity that they threaten the stability of international political and
economic systems” and “constitute an unusual and extraordinary threat to national security.”
in Ibid.
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The 2010 Dodd-Frank Act’¢ was adopted in the wake of the global
financial crisis to protect consumers and taxpayers by improving the
accountability and transparency of the global financial system and by
limiting its risk-taking.”” Section 619 of the Dodd-Frank Act, known as
the “Volcker Rule’, prohibits “banking entities””® from engaging in “pro-
prietary trading” and from acquiring or retaining an ownership interest
in a hedge fund or a private equity fund (“Covered Funds”). The Volc-
ker Rule’s broad definition of the term “banking entity” is what justi-
fies its huge extraterritorial reach: it impacts US banks and US-based
banks; insured depository institutions and US bank holding companies;
and foreign banks with a US branch.” What's more, if a foreign bank has
a US subsidiary, the Volcker Rule applies to every one of its subsidiaries
regardless of where they are located in the world. Finally, if a foreign
bank holds at least 25% of share capital in a company that has links to
the US, then the Rule applies to that company too.®

This provision has been heavily criticized in Europe and Asia. Michel
Barnier, France’s Prime Minister and former European Commissioner
for Internal Market and Services from 2010 to 2014, argued that it was
not “acceptable that US rules have such a wide effect on other nations.”®'

76 Also known as the Dodd-Frank Wall Street Reform and Consumer Protection Act.

77 “Dodd-Frank Wall Street Reform and Consumer Protection Act”, Commodity Futures Trading
Commission. (5 Jan. 2010), https://www.cftc.gov/sites/default/files/idc/groups/public/@swaps/docu-
ments/file/hr4173 enrolledbill.pdf, accessed 9 Jan. 2024.

78 Defined as (i) any insured depository institution; (i) any company that controls an insured deposi-
tory institution; (iii) any [foreign banking organization]; and (iv) any affiliate of the foregoing.

79 L.Bozhanova, “The Extraterritorial Effects of The Volcker Rule”, Global Markets Law Journal,
Vol 4. (2016), 1., https://repository.law.uic.edu/cgi/viewcontent.cgi?article=1017&context=global-
markets, accessed 9 Jan. 2024.

80 V. Denoix de Saint Marc, “La Volker Rule”, August Debouzy. (19 Dec. 2011), L’application ex-
tra-territoriale de la Volker Rule aux entités ayant un lien capitalistique avec une entité bancaire
américaine, https://www.august-debouzy.com/fr/blog/738-la-volker-rule, accessed 9 Jan. 2024.

81 Commissioner Barnier proposal on Europe Economic Situation, originally published on the web-
site of the European Commission in 2012. “Voorstellen eurocommissaris Barnier om economische
situatie Europa aan te pakken”, Parlement.com. (23 Feb. 2012), https://www.parlement.com/id/
vix8mpghdxzw/nieuws/voorstellen eurocommissaris barnier om, accessed 11 Jan. 2024.
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Erkki Liikanen, Chair of the European Union’s High-Level Expert Group
on Banking Reform, criticized the Volcker Rule for being both too nar-
row — because it mainly targets proprietary trading — and too radical
regarding proprietary trading.?? In a joint letter sent to US regulators
on December 28, 2011, the Bank of Japan and Japan's financial ser-
vices regulator complained that restrictions on the trading of foreign
sovereign bonds would “impose a significant burden and higher costs on
foreign banks, including major Japanese firms.”®

The Trump 1 administration proposed to roll back some of Dodd-
Frank’s restrictions, notably its extraterritorial reach. In 2018, the
Republican-held Congress passed the Economic Growth, Regulatory
Relief, and Consumer Protection Act with some Democratic support.
The reform retained the Dodd-Frank framework but limited its reach. In
particular, the bill increased the threshold for stress tests from $50 bil-
lion to $250 billion, exempting many small and midsize banks from
reporting requirement.®

2.5.TAX EVASION

The US also enforces its tax laws abroad. The 2010 Foreign Account Tax
Compliance Act (FATCA) is a federal statute that applies to US Persons
who hold assets in foreign accounts.® It applies to individuals as well as
a broad scope of financial institutions (banks, investment funds, asset
managers, life insurance companies) with links to the US. US taxpayers

82 E. Liitkanen, “High-level Expert Group on reforming the structure of the EU banking sector Final
Report”, European Commission. (2 Oct. 2012), https.//finance.ec.europa.eu/publications/liika-
nen-report_en, accessed 9 Jan. 2024.

83 F. Guerrera, T. Corrigan, S.Nixon, “EU Plans Complaint on 'Volcker Rule”, The Wall Street Journal.
(27 Jan. 2012), para. 9, https://www.wsj.com/articles/SB10001424052970204573704577185100193
763384, accessed 9 Jan. 2024.

54 N. Berman, “What Is the Dodd-Frank Act?” Council on Foreign Relations. (May 2023),
https://www.cfr.org/backgrounder/what-dodd-frank-act, accessed 22 March 2024.

8 “What is FATCA?”, US Tax Financial Services, https.//www.ustaxfs.com/fatca/, accessed 9 Jan. 2024.
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must submit an annual tax declaration to the Internal Revenue Service
(IRS), the US authority responsible for collecting federal taxes. The Fede-
ral Trade Commission (FTC) enforces FACTA and conducts audits of cre-
dit agencies and financial institutions.8¢

The FATCA has garnered criticism as evidenced in a report commis-
sioned by the EU Parliament’s Policy Department for Citizens’ Rights
and Constitutional Affairs.®” The 2018 report mentions negative effects
on “Accidental Americans” (citizens and/or tax residents of EU countries
who have US citizenship) including difficulties opening a bank account
in an EU financial institution due to FATCA-related costs® and complex
US compliance rules. In France, the Paris-based Association of Accidental
Americans (AAA) filed a complaint against the US State Department.®®
Many Americans, especially those living abroad, have also pushed back
against the FACTA.

2.6. DATA COLLECTION
AND INTELLIGENCE GATHERING

US national security legislation also contains extraterritorial provisions
to collect and process data stored in the US and, increasingly, overseas.
Statutes include:

86 US Federal Trade Commission, FTC Issues Final Rules on FACTA Identity Theft Definitions,
Active Duty Alert Duration, and Appropriate Proof of Identity, [Press Release]. (29 Oct. 2004),
https://www.ftc.gov/news-events/news/press-releases/2004/10/ftc-issues-final-rules-facta-identity-
theft-definitions-active-duty-alert-duration-appropriate-proof, accessed 9 Jan. 2024.

87 C. Garbarino, “FATCA Legislation and its Application at International and EU Level”, European
Parliament Think Tank. (14 May 2018), https://www.europarl.europa.eu/thinktank/en/document,
IPOL _STU(2018)604967, accessed 9 Jan. 2024.

8 Ibid., 6.

89 “Association des Américains Accidentels”, https:/www.americains-accidentels.fr/page/222256-
qui-sommes-nous, accessed 9 Jan. 2024.

% “FISA Section 702 Overview”, Director of National Intelligence, US Government,
https://www.dni.gov/files/icotr/Section702-Basics-Infographic.pdf, accessed 9 Jan. 2024.
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«  The 1978 Foreign Intelligence Surveillance Act (FISA), amended
in 2008, which established the FISA Court to grant the US govern-
ment the right to surveil “foreign targets” (terrorists or spies), in the
US and abroad, who present a threat to the US national security. In
2008, Congress extended the extraterritorial provisions®® thereby
authorizing the US government to target almost any person abroad
and to collect their emails and text messages without the need for
an individualized court order (which was previously required).® The
FISA Court’s role is now limited to approving general procedures
for surveillance, which are reviewed annually.®* FISA is enforced by
several federal government agencies, including the FBl and the Jus-
tice Department’s National Security Agency.

. The 2001 USA PATRIOT Act, signed in the aftermath of 9/11 and
amended in 2005, sets out national security surveillance and intelli-
gence gathering provisions.** The 2005 amendment made it easier for
the International Emergency Economic Powers Act (IEEPA) to block
assets of individuals and entities suspected of terrorism. US courts
can ask foreign companies to hand over data to US law enforcement
agencies in the case of an ongoing investigation — especially if com-
panies are based in countries that have a Mutual Legal Assistance
Treaty (MLAT) with the US (which France does). The PATRIOT Act is
not enforced by a specific agency, but instead gives broad authority
to several agencies, from the Department of Defense to more local
law enforcement authorities (police officers, FBI agents, federal pro-
secutors, and intelligence officials of the NSA and the CIA).

91 E. Goitein, “The Coming Fight Over American Surveillance”, Foreign Affairs. (6 June 2023),
para. 16, https://www.foreignaffairs.com/united-states/coming-fight-over-american-surveillance,
accessed 9 Jan. 2024.

%2 Ibid., para. 12.

95 “Surveillance Under the USA/PATRIOT Act”, The American Civil Liberties Union. (23 Oct. 2001),
https://www.aclu.org/documents/surveillance-under-usapatriot-act, accessed 9 Jan. 2024.

45


https://www.foreignaffairs.com/united-states/coming-fight-over-american-surveillance
https://www.aclu.org/documents/surveillance-under-usapatriot-act

INSTITUT MONTAIGNE

« The 2018 Clarifying Lawful Overseas Use of Data Act (CLOUD
Act), which replaced the 1986 Stored Communications Act (SCA),
is a policy with extraterritorial reach designed to protect “national
security, judiciary or fiscal interests.”** It contains two parts:

- Part 1 clarifies cases where US law enforcement authorities
can request data held by US providers abroad. This allows the
US government to obtain electronic communications (emails,
texts) as well as relevant metadata (timing of the message and
contact details of the addressees).?> Service providers must, in
accordance with the Act, meet the US government’s demands
and supply the necessary information.

- Part 2 authorizes the US to enter into executive agreements
with countries to expedite data-sharing. In practice, US law
enforcement authorities have the right to demand data stored
on servers in those countries (and, reciprocally, to share data
stored on US servers). So far, the US has executive agreements
with the United Kingdom and Australia - and is reportedly
negotiating one with Canada, New Zealand and the EU.%
According to the UK Home Office, part 2 can help speed up the
Mutual Legal Assistance Treaty (MLAT) process and data-sha-
ring across borders.”’

Although there are a number of safeguards in place to prevent abuse
by law enforcement authorities,*® many countries have voiced concerns
over these data-sharing statutes - accusing the US of wider espionage
(including industrial espionage to maintain an economic edge) and

% F. Godement, V. Zhu, “Cross-Border Data Flows: The Choices for Europe”, Institut Montaigne.
(April 2023), 15, https://www.institutmontaigne.org/ressources/pdfs/publications/Institut%20Mon-
taigne actionnote cross-border data flows the choices for europe 0.pdf, accessed 9 Jan. 2024.

9 E. Lostri, “The CLOUD Act”, CSIS. (2 Oct. 2020), https://www.csis.org/blogs/strategic-technolo-
gies-blog/cloud-act, accessed 9 Jan. 2024.

% F. Godement, V. Zhu, Cross-Border Data Flows, 35.
97 “Pollcy factsheet on the UK-US Data Access Agreement”, UK Home Office. (21 July 2022),
n .

heet on- the uk us-data-access-agreement, accessed 9 Jan. 2024.
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undermining privacy. As Institut Montaigne experts Frangois Godement
and Viviana Zhu®® demonstrate, Section 702 of FISA and the 1981 Execu-
tive Order 12333, together with the CLOUD Act, facilitate the NSA's broad
collection and use of intelligence from foreign networks. On 12 April 2024,
the House of Representatives reauthorized Section 702 of FISA for only two
years (instead of five) marking a major defeat for privacy advocates and some
Republicans, including President Trump, who were calling on the introduc-
tion of additional warrants to avoid abuses and “backdoor searches” which
he falsely believed the Biden administration was using to investigate him.'®

EU countries have been especially critical. Ever since the 2013 Snowden
NSA revelations, Europeans have been largely distrustful of the US"han-
dling of EU data'®" and believe the US’approach contravenes EU privacy
and data protection laws. European countries, but also other countries
like China, have begun to ask companies to store their citizens’ data
on national servers. In 2021, the French Government pushed for the
creation of a Cloud de Confiance,’® a French cloud to store sensitive
data. The Gaia-X initiative, which emanated from a Franco-German pro-
posal in 2019, was set up to create a common European data and cloud
infrastructure. However, migrating the data away from US servers to
European servers has proven difficult.

% For example, a Stored Communications Act (SCA) order will only be granted if US law enforce-
ment authorities can demonstrate that a particular criminal offense has likely been committed
and that the information sought after is relevant to the ongoing criminal investigation. Service
providers also have the right to challenge these SCA orders where they conflict with domestic law
(H.R.4943 - CLOUD Act - 115" Congress (2017-2018).

% F. Godement, V. Zhu, Cross-Border Data Flows, 15.

100 “«CDT Issue Brief: Debunking Myths & Fixing FISA §702 Backdoor Search Loophole”, Center for
Democracy & Technology. (10 January 2024), https://cdt.org/insights/cdt-issue-brief-debunking-
myths-fixing-fisa-s702-backdoor-search-loophole/, accessed 22 March 2024.

01 Edward Snowden, a former NSA employee, revealed that the NSA was tapping Americans’
phones and collecting their data in bulk - effectively spying — even where there was no identified
security risk. He also claimed that the NSA had targeted EU governments and companies with its
spying activities. E.Snowden, Permanent Record (Mc Millan, 2019).

102 P Roche-Bruyn, “Entre mesures extraterritoriales et lois de blocages, quel ordre économique
mondial ?”, IRIS. (March 2023), https://www.iris-france.org/wp-content/uploads/2023/03/Prog-
GeopoEntre Extraterritorialite Mars-2023.pdf, accessed Nov. 2023.
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Box 4: 80% of European data is stored
on non-European servers

Today, more than 80% of European data is hosted by non-Euro-
pean Cloud Service Operators (CSOs) — most of which are Ame-
rican. Amazon Web Services (AWS), Microsoft Azure and Google
Cloud alone account for more than two-thirds of the European
market, > making it easier for the US, through the CLOUD Act,
to obtain the data.

As demonstrated in a paper for Institut Montaigne, ' govern-
ments do not access, store, share and use data the same way.
In 2019, the US Department of Justice published a White Paper
highlighting the advantages of the CLOUD Act for foreign
governments.'® For example, a data-sharing agreement with
the US can generate faster and greater access to foreign data
stored in the US for criminal investigations.

At the same time, several countries are trying to strike privacy agree-
ments with the US to manage cross-border data flows. After years of
talks, the EU Commission adopted in July 2023 an adequacy decision
confirming that the US provides the same level of protection of EU data
that the EU does.'® This is part of the EU-US Data Privacy Framework

103 F. Verzelen, “La présidence frangaise de 'Union européenne, une opportunité unique pour UEu-
rope du digital”, L’Usine nouvelle. (16 Jan. 2022), para. 4, https:/www.usinenouvelle.com/article,
avis-d-expert-la-presidence-francaise-de-l-union-europeenne-une-opportunite-unique-pour-l-eu-
rope-du-digital. N1175557, accessed 9 Jan. 2024.

101 F. Godement, V. Zhu, Cross-Border Data Flows.

105 “The Purpose and Impact of the CLOUD Act”, US Department of Justice. (Ap. 2019),
https://www justice.gov/d9/pages/attachments/2019/04/10/doj cloud act white pa-
per 2019 04 10.pdf, accessed 9 Jan. 2024.
106 “Questions & Answers: EU-US Data Privacy Framework”, European Commission. (10 July 2023),

1. What is an adequacy decision?, https://ec.europa.eu/commission/presscorner/detail/en/qan-
da 23 3752, accessed 9 Jan. 2024.
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concluded in March 2022 and provides a legal basis for transfers of per-
sonal data from EU countries to the US.'” The deal gives Europeans the
ability to object when they believe their personal information has been
collected improperly by US intelligence agencies.'® In September 2023,
France was the first country to challenge the deal before the European
Court of Justice. In his statement, French MEP Philippe Latombe argued
that the deal “violates the Union's Charter of Fundamental Rights, due to
insufficient guarantees of respect for private and family life with regard
to bulk collection of personal data and GDPR rules” % The US-EU ade-
quacy agreement is likely to be supplemented by bilateral agreements
between the US and individual member states.

2.7. ENFORCEMENT:
THE DISCOVERY PROCEDURE

The discovery procedure refers to the pre-trial phase in a US lawsuit
during which parties obtain and exchange evidence."? It is extremely
invasive: for most of the laws listed in this paper, US courts can ask
non-US parties - including individuals, companies and sometimes

107.US Department of Justice, Office of Public Affairs, Justice Department Statement on the European
Union’s Adoption of Trans-Atlantic Data Privacy Framework [Press Release]. (10 July 2023),
https://www justice.gov/opa/pr/justice-department-statement-european-unions-adoption-trans-at-
lantic-data-privacy-framework, accessed 9 Jan. 2024.

198 Any complaint laid before a national authority within the European Economic Area (EEA) is
transmitted to the US Civil Liberty Protection Officer whose role is to ensure compliance by US
agencies with fundamental rights. If the individual does not agree with the decision reached,
he or she can appeal to an independent review body — the Data Protection Review Court (DPRC) -
composed of non-US-government officials, selected based on particular qualifications and
that will hear European appeals. EU Commission, Questions & Answers: EU-US Data Privacy
Framework.

109 L. Kayali, “French lawmaker challenges transatlantic data deal before EU court”, Politico.
(7 Sep. 2023), para. 4, https://www.politico.eu/article/french-lawmaker-challenges-transatlan-
tic-data-deal-before-eu-court/, accessed 9 Jan. 2024.

110 “How Courts Work: Discovery”, American Bar Association. (28 Nov. 2021), https:/www.ame-
ricanbar.org/groups/public_education/resources/law_related education network/how_courts
work/discovery/, accessed 9 Jan. 2024.
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governments — to submit information and documents.'' In many cases,
judges’ requests are sent directly to companies, often bypassing
diplomatic channels. For example, the 1996 Helms-Burton Act made it
easier for US courts to start legal proceedings against foreign persons or
companies, including European ones, deemed to be ‘trafficking’in pro-
perty expropriated by Cuba from US nationals. Some foreign govern-
ments are worried that this procedure poses a serious risk for their
companies, especially if the judge or the disputing party exploits the
litigation process to access confidential information about the other
company'’s activities.'?

In March 2023, the United Nations High Commissioner for Human
Rights (OHCHR) questioned the compatibility of US extraterritorial juris-
diction with international human rights standards, including freedom
of movement and the right to due legal process. France has been one
of the most vocal critics of US data-gathering laws with former French
Prime Minister Edouard Philippe commissioning a parliamentary report
- the Gauvain Report'"® - to look into how US extraterritorial norms and
jurisdiction were impacting French companies.

In recent years, foreign litigants have started to rely on foreign data

protection laws to resist the discovery procedure - EU companies have

111 .. Cohen-Tanugi, “The Extraterritorial Application Of American Law: Myths And Realities”.
(February 2015), http://dx.doi.org/10.2139/ssrn.2576678, accessed 9 Jan. 2024.

112 A, Giuliani, “Beyond European extraterritoriality, for legal intelligence and compliance in
the service of sovereignty”, Fondation Robert Schuman. (30 Jan. 2023), 2/5, https://www.
robert-schuman.eu/en/european-issues/0654-beyond-european-extraterritoriality-for-legal-intelli-
gence-and-compliance-in-the-service-of, accessed 9 Jan. 2024.

113 R. Gauvain et al., « Rétablir la souveraineté de la France et de I'Europe et protéger nos entre-
prises des lois et mesure a portée extraterritoriale », Vie Publique. (26 June 2019), 11., https:/

medias.vie-publique.fr/ data_storage s3/rapport/pdf/194000532.pdf, accessed 11 Dec. 2023.

114 [ (Wuerth) Brunk, “Foreign Data Protection Laws: Greater Impact on U.S. Discovery than Fo-
reign Blocking Statutes”, Transnational Litigation Blog. (25 Oct. 2022), Foreign Data Protection
Laws, https://tlblog.org/foreign-data-protection-laws-greater-impact-on-u-s-discovery-than-forei-

gn-blocking-statutes/, accessed 9 Jan. 2024.
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turned to the EU’s General Data Protection Regulation (GDPR), for exa-
mple.”™* GDPR has also been used to fine US companies when they are
found to contravene EU privacy rules. In May 2023 Meta (an American
multinational tech giant) was fined a record €1.2 billion euros for trans-
ferring data from Facebook users in Europe to US authorities.” The
extraterritorial reach of GDPR has been criticized by both China and
the US on the grounds that it is overly restrictive and limits the power
of their tech giants.

3 Consequences of non-compliance:
penalties and threats of exclusion

With many extraterritorial laws in existence, a company’s chances of
breaking the law, even inadvertently, are high. Over the last years, the
US has imposed billions of dollars' worth of fines on foreign firms, inclu-
ding European ones, for failing to comply with its sanctions regime.
The legal uncertainty for companies is considerable: firms need to
understand what their products are made of, where they are fabricated,
and whom they are sold to and shared with.

As seen in section | (p. 19), the reason why the US is able to target so

many foreign companies - even those with no business activity in the

US - is because its jurisprudence has a very broad definition of “nexus”,

which justifies when extraterritorial application is lawful or not. The fol-

lowing examples have been used to justify US extraterritoriality:
Trading in dollars/using the services of US or US-based banks:
any entity or person processing transactions in dollars can be tar-
geted by US extraterritorial norms.

115 A, Satariano,“Meta Fined $1.3 Billion for Violating E.U. Data Privacy Rules”, The New York
Times. (22 May 2023), https://www.nytimes.com/2023/05/22/business/meta-facebook-eu-priva-
cy-fine.html, accessed 9 Jan. 2024.
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+ Being listed on the New York Stock Exchange (NYSE): any com-
pany listed on the NYSE can be targeted, including subsidiaries
based elsewhere in the world.

« Stocking or sharing data through US-based servers: storing data
on US servers can count as a US nexus. As does the transit of data
through US platforms (i.e. banking system, the stock exchange, ser-
vers).

- Exporting US technology: the US subjects certain foreign-made
items that are produced with US technology, software, or equip-
ment to the jurisdiction of the Export Administration Regulations
(EAR) - even if they contain no US-origin content and are traded
between parties outside the US. Exemptions are listed on the EAR's
Commerce Control List (CCL).

Export controls are primarily used by the US as tools to protect its
national security. Given its large market and the global role of the US
dollar, US sanctions and export controls provide the United States
with tremendous leverage. For many companies, access to US banking
and dollar clearing systems is so crucial that they often agree to plead
guilty to violations - even when they do not think they are at fault. In
some cases, US authorities do not even need to start legal proceedings as
the simple prospect of being excluded from the US market is enough to
get companies to end their activities. It also acts as a deterrent: the threat
of losing access to the US financial market outweighs the benefits of
trading with states the US considers hostile (like Iran), leading to a
high compliance rate - even over compliance by foreign companies.

Consequences for non-compliance can be significant:

- Civil and criminal penalties: sanctions and export controls viola-
tions may result in fines of up to $1 million per violation, costly legal
proceedings and even prison sentences of up to 20 years.'®

116 “What are Primary & Secondary Sanctions?”, Comply Advantage, Who Must Comply with Pri-
mary Sanctions? https.//complyadvantage.com/insights/primary-secondary-sanctions/, accessed
9 Jan. 2024.
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«  Exclusion from the US market: no imports or exports to the US;
loss of US presence or contracting opportunities (which can affect
a company’s shareholder value); travel bans and being added to the
SDN list.

«  Exclusion of the US financial system: Closing down the access
to payments in dollars is, in the words of sanctions expert Sascha
Lohmann, “the Wall Street equivalent of the death penalty”'"”

+ Reputational damage: export control violations and sanctions
breaches are widely publicized as national security risks, and may
cause damage to brand and personal reputations.

- Company restructuring or downsizing: to comply with US regula-
tory demands''® and monitoring obligations, companies may have
no other choice but to restructure their operations to adhere to
regulations (see Box 5, p. 54 for more details).

- Espionage: when a company is accused of breaching US law, US
authorities can ask it to hand over sensitive information about
its operations, such as industrial designs and contracts, as part of
the investigation. Although there are a number of safeguards to
prevent abuse by law enforcement authorities, some countries have
accused the US of espionage as a way to maintain an economic
edge and market hegemony over foreign competitors (see Box 5
for more details).

117.S. Lohman, Extraterritorial U.S. Sanctions, 4.

118 The contractualization of ethical and compliance obligations can now be imposed by the cus-
tomers or partners of any business. These present further legal risks and breaches can result
in the termination of a contract.
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Box 5: Non-compliance risks
for European companies

Company restructuring - the case of Alstom

In 2014, Alstom (a French power and transport group) reached a
deal with the US Department of Justice to pay up to $772 million for
foreign bribery charges — one of the largest fines in a foreign corrup-
tion case ever recorded - after the US authorities suspected Alstom
of paying a total of at least $75 million in bribes in Egypt, Saudi Ara-
bia, the Bahamas, Taiwan and Indonesia.”™ Alstom pleaded guilty
in 2014 and agreed to sell 70% of its power and grid businesses to
General Electric (GE) for $13.6 billion. This case raised uncomfortable
questions about US motives and techniques, with some arguing
that US authorities had facilitated the buyout to advance the com-
mercial interests of an American company (GE). The buyout also
put a stop to any potential merger between Alstom and Shanghai
Electric Company, which had been under discussion at the time.'®

Hand over of sensitive documents - the case of Airbus

When the European aerospace company Airbus was found guilty
of violating different US anti-bribery and export controls laws
in 2020, the US Department of Justice and the US Department
of State asked it to turn over millions of internal business docu-
ments as part of the investigation.™

119 US Department of ]ustlce Alstom Pleads Guilty and Agrees to Pay $772 million [Press Release].
(22 Dec. 2014), ti L d: illi
criminal-penalty- resolve forelfn brlberv accessed 9 Jan. 2024.

120 “Former exec of French firm Alstom: Yesterday Alstom, today Huawei, and tomorrow?”, The
Straits Times. (29 May 2019), para. 7, https://www.straitstimes.com/asia/east-asia/former-exec-
of-french-firm-alstom-yesterday-alstom-today-huawei-and-tomorrow, accessed 9 Jan. 2024.

21 This case started in 2016 after Airbus reported irregularities in payments made to third-party
consultants. This violated both the US Foreign Corrupt Practices Act (FCPA), the Arms Export
Control Act (AECA) and its implementing regulation the International Traffic in Arms Regula-
tions (ITAR).
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/. The future of US extraterritoriality:
a Trump card?

In the last few years, the US has moved toward a more expansive
definition of national security with, at its core, the need to protect its
economic and geo-economic interests. Washington sees extraterrito-
rial norms as an effective tool to safeguard these interests and to
prevent any developments abroad - whether military, technological
or civil - that could undermine its national security. Obama, Trump
and Biden have all made use of extraterritoriality - though the Trump 1
administration did limit the reach of some laws and reduce the role of
the central government in overseeing their enforcement.

The use of US extraterritoriality is only likely to grow over time and
could become a more prominent tool in containing China’s rise. This
would have implications for US firms that export to China, but also Euro-
pean ones. The US sees China’s inroads in emerging technologies as
posing a national security risk and has redefined its national security
to adapt to this new geopolitical reality '*2. Export controls have become
a key foreign policy tool — with both the Trump | and Biden adminis-
trations adding many more Chinese entities to export restrictions lists.
As seen in section Il, the US and China agreed in August 2023 to hold
regular conversations on official channels about commercial issues and
tech restrictions, in an attempt to de-escalate tensions.'? But this has
not stopped the US from adopting stringent export controls to reduce
China’s ability to further develop its Military-Civil Fusion strategy.

122 “Remarks by National Security Advisor Jake Sullivan at the SCSP Global Emerging Technolo-
gies Summit”, The White House. (16 Sept. 2022), https://www.whitehouse.gov/briefing-room/
speeches-remarks/2022/09/16/remarks-by-national-security-advisor-jake-sullivan-at-the-spe-
cial-competitive-studies-project-global-emerging-technologies-summit/, accessed 10 Jan. 2024.

123 A. Swanson, K. Bradsher, “U.S. and China Agree to Broaden Talks in Bid to Ease Tensions”, The
New York Times. (28 Aug. 2023), https://www.nytimes.com/2023/08/28/business/economy/united-
states-china-trade-talks-raimondo.html, accessed 10 Jan. 2024.
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What does this mean for Europe?

In many cases, US extraterritoriality has been vital - both as a
way to safeguard the US’ interests and those of its allies. But its
excessive use has also been a point of contention in the transat-
lantic relationship.’ In August 2023, the French National Assembly's
Foreign Affairs Committee called on the French Parliament and the Trea-
sury to better monitor the impact of international sanctions on French
companies.'?

Cooperating on the “good’, while stopping the “bad” uses of US extra-
territoriality will continue to be a concern for EU governments. As we
highlight in our paper Extraterritoriality: a Blind Spot in the EU's Econo-
mic Security Strategy, % the EU itself is gradually adopting defensive
measures, such as the Blocking Statute, to respond to third countries’
extraterritorial measures. It has also adopted laws with extraterritorial
reach such as the General Data Protection Regulation (GDPR), Digital
Markets Act (DMA), Digital Service Act (DSA) and Artificial Intelligence
Act (Al Act) - laws which the US has itself been very critical of. Howe-
ver, the EU needs a new strategy to work with the US where their
extraterritorial laws align and push back against it when they do
not. Coordination on sanctions, like those imposed on Russia after its
invasion of Ukraine, is positive. But the EU must also have clear argu-
ments to level against the US when it uses extraterritoriality excessively.

124 S, Erlanger, “Europe Struggles to Defend Itself Against a Weaponized Dollar”, The New York
Times. (12 March 2021), https://www.nytimes.com/2021/03/12/world/europe/europe-us-sanctions.
html, accessed 10 Jan. 2024.

125 French Bulletin Quotidien, 30 August Edition, 2023, “12-13.”

126 I, Chetcuti, C. Vidotto Labastie and G. Wright, “Extraterritoriality: a Blind Spot in the EU's
Economic Security Strategy”, Institut Montaigne. (January 2024). https:/www.institutmontaigne.
org/en/publications/extraterritoriality-blind-spot-eus-economic-security-strategy, accessed
20 March 2024.
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The US also has an incentive to talk to the EU about extraterritoria-
lity. As we have seen, the war in Ukraine has exposed the limit of extra-
territorial sanctions, even US ones. The US worked closely with its G7
partners to adopt a robust sanctions regime against Russia. Despite this,
Moscow has been able to limit some of the impact by further develo-
ping a separate economic axis with Tehran and Beijing. Russian compa-
nies have been using the renminbi instead of the dollar for international
transactions. Similarly, they have found new markets to sell their goods
to — and other markets from which to import Western goods, such as
EVs and chips, that are included in the different sanctions packages. The
only way to remedy this is for the US and like-minded partners, inclu-
ding the EU, to work more closely on extraterritorial norms. Washington
also knows that it will only be able to prevent China from gaining tech-
nological supremacy if allies adopt similar measures.

The EU may find a sympathetic ear in some parts of the US. Not eve-
ryone in the States looks favorably on US extraterritoriality. Sanctions
and trade embargoes have compelled US companies to leave markets
- and their departure is quickly filled by foreign companies. When the
US imposed stringent sanctions on Cuba in the late 1990s and early
2000s, Russian and Chinese companies were all too happy to take their
place.'” Meanwhile, US extraterritorial norms can also dissuade foreign
companies from collaborating with US firms. President Trump has also
been critical of some US sanctions, such as the FCPA. For him, these
sanctions pose two major risks to the US economy:

«  First, they could weaken the dollar’s dominant position in foreign
transactions. Trading in dollars is often a sufficient reason for US
sanctions to apply to a foreign company - which is why some have
been tempted to trade in other currencies.

1278, Blockmans, “Extraterritorial sanctions on trade and investments and European responses”,
Policy Department for External Relations, European Parliament. (Nov. 2020), https://www.eu-
roparl.europa.eu/RegData/etudes/STUD/2020/653618/EXPO_STU(2020)653618 EN.pdf, accessed
11 Jan. 2024.
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- Second, they risk making US firms - and trading with the US - less
attractive. Complying with US laws is costly and complex. This can
put US firms at a commercial disadvantage compared to their inter-
national competitors and dissuade foreign companies from doing
business in the US.

The Trump 2 administration will continue to use extraterritoriality
- though whether it embraces the full spectrum of US extraterritorial
norms is unclear. It is best seen as a (foreign policy) Trump card, which,
depending on the use, will have good and bad implications for Europe.
The Trump 2 approach to extraterritoriality is likely to be a fine balancing
act between the need to advance and defend US interests vs. the need
to avoid regulations that stifle US exports and weaken the dollar’s domi-
nant position in international transactions. The one notable exception
are export controls. The next Administration is likely to tighten export
rules, while exerting pressure on European countries to align. It is likely
to use every available leverage to force EU countries into agreement,
including threatening to scale back the US military presence in Europe
or by imposing new tariffs on European exports to the US.

Discussing extraterritoriality is vital and should form part and parcel
of any transatlantic discussion on economic security. The EU position
will only be heard if it can prove that it has understood US extrater-
ritoriality and that it has a credible strategy in place to respond to it
- a strategy that aligns with the US where necessary and pushes back
where US extraterritoriality undermines its core interests.
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Extraterritoriality — the application of national laws abroad - has grown
exponentially over the last two decades. In a world characterized by strategic
competition and weak international organizations, many countries are turning
to law to secure their interests. None more than the United States.

There are good and bad uses of US extraterritoriality. It has become a key tool
to uphold international law and to safeguard the US' interests. It has helped to
sanction hostile states and combat corruption, money laundering, organized
crime and terrorism. It has helped to reduce excessive risk-taking by companies
and has been used to manage US-China systemic rivalry. However, the US has
also been accused of using it as a way to assert market dominance.

Could extraterritoriality be the next Trump Card the United States plays?
During his first term, President Trump tightened export controls and expanded
US laws to combat human rights abuses. At the same time, he rolled back
banking regulations and asked his team to review US laws that created unne-
cessary red tape. Recently, he warned that he would remove any sanctions that
weakened the dollar’s dominant position. The extent to which extraterritoriality
is used to exert political pressure on EU countries is unclear.

The EU must be better prepared. Companies that fail to comply with US rules
risk huge fines, handover of sensitive data and exclusion from the US market.
European companies often prefer to comply with US rules, rather than abide
by European measures designed to block their application. This poses a direct
challenge-to-the sovereignty of the EU and its member states.

“Institut Montaigne';\la issue paper provides a framework for understan-
ding all dimensions of US extraterritoriality and offers decision-makers and
businesses a roadmap for an infermed response. Understanding the implica-
tions of US extraterritoriality is crucial for governments and businesses, and

h to economic security.
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